                  Computer Networks - Midterm Exam (2025/4/09)
1. (10%) Describe the different functions of the following five Internet servers: 
(a) DNS, (b) NAT, (c) DHCP, (d) Firewall (e) VPN (Virtual Private Networks).
2. (10%) Comparisons of TCP-layer, IP-layer, and link-layer.

(a) (5%) In a server, why TCP layer takes longer time than IP layer?

(b) (5%) In a router, why link layer takes longer than IP layer?
3. (10%) In TCP, when a connection terminates, the client needs to wait in the state of FIN_WAIT_2 timer to avoid the ACK loss for the last segment. Draw a diagram (using 4-way termination as an example) to illustrate why and how to use FIN_WAIT_2.  
4. (10%) Refer to Figure 1.18 in Textbook, using the following 7 pointers: head, data, MAC_header, network_header, transport_header, tail, and end, to write down a C program that can insert a new packet between two packets in the sk_buffer.

5. (10%) Consider a message routing in a P2P chord. Assume an 8-bit address space is used, and N7, N18, N37, N50, N96, N100, N150, N210 are the 8 nodes on the chord. If N5 looks for an object K20 which N210 is in charge of the directory service, find out the routing paths of the query message.

6. (10%) Two TCP stations open a connection between them and use Slow Start from cwnd = 1 data 
segment to cwnd = N data segments, and then use Congestion Avoidance from cwnd = N data segments 
to cwnd = 2N data segments. Calculate how many Round-Trip Time (RTT) are required before a TCP 
station can begin to send cwnd = 2N data segments at a time to the other station.
7. (10%) A 4-byte LINE message with Hex(5C3EBD7F0A) is transmitted. Assume the LINE header is Hex(6548DABF). The first TCP SYN segment with <mss 512, shift count = 3> is exchanged by both TCP ends. In the TCP header, we assume SN = Hex(AC541012), ACK=Hex(01F000A0), Urgent pointer = Hex(0001). The source port = Hex (123B), and the destination port = Hex (D565). 
(a) (5%) Compute the TCP Header length (in 4 bits) and Window size.

(b) (5%) Are there any padding (zero bits) in this TCP SYN segment? How many padding bytes?
8. (10%) For an 8K TV with a 16:9 frame size, assume a pixel consists of 24 bits and a video stream with FPS (Frame per Second) = 60. The timestamp of the first encoded frame is Hex(2025ABCD). Assume the CPU to encode the frames has a clock rate = 5 GHz and one clock period will increase the timestamp by one. Calculate

(a) (5%) the data rate required before video compression.
(b) (5%) the timestamp of the 8th frame.
9. (10%) Two IP addresses: 40.10.80.22 with subnet mask = 255.255.252.0 and 40.10.25.25 with subnet mask = 255.255.252.0.
    (a) (5%) Are these two IP addresses in the same subnet?

    (b) (5%) List their subnet ID and Host ID (in binary), respectively?
10.  (10%) Host A tries to download a file of 3000-byte from Host B. Assume there are two routers between A and B. To prevent from the possible fragmentation by routers, the file is fragmented based on the MAC-layer MTU (Maximum Transfer Unit), which is 1400 bytes. Compute the total end-to-end delay (in msec) of transferring this file. Note that during the file transmission, we have made the following assumptions:
(i) Link Data Rate = 10 Mbps, (ii) Queuing delay (waiting time plus processing time) of a router = 500 usec.
(iii) IP header = TCP header = 20 bytes, MAC header = 14 bytes, and CRC = 4 bytes.

(iv) Physical header and propagation delay (i.e., distance divided by velocity) are all ignored.
